This paper proposes an effective watermarking approach for copyright protection of fire video images. The proposed watermarking approach efficiently utilizes the inherent characteristics of fire data with respect to color and texture by using a gray level co-occurrence matrix (GLCM) and fuzzy c-means (FCM) clustering. GLCM is used to generate a texture feature dataset by computing energy and homogeneity properties for each candidate fire image block. FCM is used to segment color of the fire image and to select fire texture blocks for embedding watermarks. Each selected block is then decomposed into a one-level wavelet structure with four subbands [LL, LH, HL, HH] using a discrete wavelet transform (DWT), and LH subband coefficients with a gain factor are selected for embedding watermark, where the visibility of the image does not affect. Experimental results show that the proposed watermarking approach achieves about 48 dB of high peak-signal-to-noise ratio (PSNR) and 1.6 to 2.0 of low M-singular value decomposition (M-SVD) values. In addition, the proposed approach outperforms conventional image watermarking approach in terms of normalized correlation (NC) values against several image processing attacks including noise addition, filtering, cropping, and JPEG compression.
Introduction
Video based fire surveillance systems have been widely used to detect fire in large auditoriums, tunnels, atriums, and so on. In addition, copyright protection of these captured fire videos is important to investigate the source of fire origin as well as to protect against one's manipulation. Recently, digital watermarking has been proposed as an effective solution to copyright protection of digital contents [1] [2] [3] . [2] . The transform domain watermarking schemes generally use a discrete cosine transformation (DCT), a discrete Fourier transformation (DFT), a discrete wavelet transformation (DWT), or a combination of these transformations to increase the robustness. Furthermore, numerous properties of the human visual system (HVS) have been exploited to enhance the fidelity of watermark techniques for color images [3] .
Currently, fire images and videos are widely used in surveillance systems. This paper proposes an effective watermarking approach for copyright protection of these fire media. The proposed watermarking approach employs a gray level co-occurrence matrix (GLCM) to generate a texture feature dataset by computing energy and homogeneity properties for each candidate fire block and fuzzy c-means (FCM) clustering to select blocks which have complex texture in the bright regions of a fire image. The proposed approach outperforms a conventional color image watermarking algorithm in terms of peak signal-to-noise ratio (PSNR), M-SVD values, and normalized correlation (NC) values against several image processing attacks including noise addition, filtering, cropping, and JPEC compression.
The remainder of this paper is organized as follows. Section 2 describes the background information such as fire characteristics, color segmentation, and GLCM. Section 3 presents the watermark embedding and extracting procedures of our proposed approach. Section 4 evaluates the proposed watermarking approach with respect to imperceptibility and robustness against various image processing attacks. Section 5 concludes the paper.
Background Information

Fire Characteristics
Fire has unique visual signatures that can be divided into dynamic and static features. Depending on burning materials and temperature, fire has various colors. When fire appears, the color of flame distributes in the range from red to yellow and it becomes white when temperature gets higher. Thus, fire has two important characteristics including color and texture [4] . Color and brightness of fire are the most important features. Pixels in the flame have various color spectra and relative locations according to different spectra. In a color fire image, we might see bright white color in the core, and yellow, orange, and red colors are away from the core. In a grayscale image, we see that the core is brighter than the periphery [5] .
Furthermore, texture is one of significant features to distinguish fire. For example, fire regions have a significant amount of texture characteristics because of its random nature [6] . In addition, authors in [7] analyzed texture properties of fire in terms of spatial variations, and spatial variations of flame are much larger than those of other objects. Many researchers also proposed texture analysis methods to explore texture characteristics of fire, such as discrete wavelet transformation (DWT) [4, 7] , GLCM [8, 9] and local binary pattern (LBP) [10] . Fig. 1 presents a fire image and the color and texture of a flame region in a high resolution.
Color Segmentation of Flame using Fuzzy C-Means Clustering
In practice, there are a number of moving objects in video images with flame, e.g. people, vehicles and animals. However, the colours of these objects are different from the colour of flame. Thus, segmentation of flame based on the colour is considered. From the segmentation results, it is possible to identify regions of interest and objects in the scene, which is very beneficial to the subsequent image analysis or annotation [11] .
Flame images usually include dark and bright regions in scene, and the human visual system (HVS) is less sensitive to noise in dark and bright regions than in regions which are characterized by any other lightness values [12] . Thus, it is important to find dark or bright 
regions in a flame image for hiding a watermark for copyright protection. To accomplish this, we employ the well-known fuzzy C-means (FCM) clustering algorithm to partition an image to c clusters [13] . Furthermore, for color image watermarking, we use the CIE LAB color space to construct a generic chrominance model for flame pixel segmentation instead of red-green-blue (RGB) color space. This was because RGB has the disadvantage of illumination dependence, even though it can be used for pixel classification. In addition, in contrast to RGB colour space, CIE LAB colour space is completely device independent and makes it possible to separate luminance/illumination from chrominance information. The color components A and B are considered as inputs of the FCM algorithm. In this study, we set the number of cluster to three in order to separate the flame image to three regions such as dark, medium, and bright levels. is enough to hide a watermark, the selected candidate region is the bright-colored cluster. Otherwise, the dark-colored cluster is chosen.
Grey Level Co-Occurrence Matrix for Generating Texture Features
According to [12] , the human visual system is highly insensitive to distortions in regions of high activity (e.g., salient regions) and is more sensitive to distortions near edges than in highly textured areas. In other words, if
we embed a watermark into complex regions, it is hard to recognize any changes. Thus, we measure the complexity of candidate blocks by employing GLCM introduced by Haralick et al. [14] .
GLCM is defined as a two-dimension histogram of grey levels for a pair of pixels separated by a fixed spatial relationship. The GLCM of an image is calculated using a displacement vector, which is defined by its radius δ and orientation θ. In [17], overall classification accuracy was acceptable with δ = 1, 2, 4, 8 and the best result was achieved for δ = 1 and 2 [15] . Moreover, GLCMs are computed for a number of different offsets unless a priori information is available about the underlying texture. A common choise is to compute
GLCMs for a distance of one and eight directions such as 00,450,900,1350,1800,2250,2700,and3150.Haralick et al. [14] proposed fourteen measures of texture features that can be computed from the co-occurrence matrices; each measure specifies certain characteristics such as coarseness, contrast, homogeneity, and complexity of the texture.
For the proposed approach, we set δ and θ to 2 and 00.In addition, energy and homogeneity are used to evaluate the complexity of regions and these parameters are used to select optimal positions in order to hide a watermark. Energy and homogeneity are defined as follows:
where p(i, j) is the (i, j)th entry in a normalized GLCM, i is the row number, and j is the column number.
The Proposed Watermarking Approach
In order to make watermarks being invisible to human eyes as well as robust to various attacks, we propose an effective watermarking approach that is based on the four observations: color channel, embedding possition, suitable Step 1: Convert the RGB color space of the original cover image to CIE LAB, and use A and B components as an input of FCM for color segmentation of fire, where we set the degree of fuzzification and termination threshold to 2 and 0.001, respectively. Then, select a cluster to use as a candidate region for the next steps, where the cluster's centroid has the highest value.
Step 2: Transform the candidate region to the grey-level region and divide it into 8x8 blocks. After then, compute the energy and homogeneity properties of GLCMs for each block to generate a texture feature dataset.
Step 3: Utilize the texture feature dataset as an input feature vector of FCM and select the suitable group which has the lower centroid value. Then, sort the membership values in a descending order, select the first using a Haar wavelet method. LH subband coefficients with a gain factor are selected for embedding watermark so that the visibility of the image will not be affected.
Step 5 
where P is a gain factor.
To enhance security of the proposed approach, an Arnold scrambling transform with k times as a key is used to destroy spatial relationships of the pixels of the 'UOU' watermark image. Then, the new watermark image is converted to one-dimensional sequence w.
Step 6: Apply IDWT(invert DWT) to obtain the watermarked L components.
Step 7: Convert the CIE LAB color space of the watermarked image to the RGB color space.
Watermarking Extracting
Fig . 4 shows the watermark extracting process which consists of the following four steps:
Step 1: Convert the RGB color space of the watermarked image to the CIE LAB color space, and extract the lightness component (L component). Then, combine L components and the map of selected blocks to generate mapped L components in the 8x8 size blocks.
Step 2: Decompose the selected blocks using the one-level DWT technique.
Step 3: To extract watermark, the coefficients D (1,1) and D(2,2) of the LH subband are compared as follows: Step 4: Rearrange the watermark sequence into a 16x16 matrix and apply the Arnold transform for (Tk) times to obtain the watermark image, where T is the period of the Arnold transform with a 16x16 size matrix and set to 12.
Experimental Results
In order to evaluate the effectiveness and robustness of the proposed watermarking approach, we compare the proposed approach with a conventional color image watermarking algorithm [16] in terms of peak signal-to-noise ratio (PSNR), M-SVD, and normalized correlation (NC) values against several image processing attacks including noise addition, filtering, cropping, and JPEG compression. Fig. 5 shows the selected original fire images.
Quality Evaluation
In this paper, the quality of watermarked image is evaluated by using the peak signal-to-signal ratio 
Robustness Evaluation
We also evaluate the robustness of the proposed approach against various image processing attacks such as noise addition (Gaussian noise, salt and pepper noise), Table 1 . NC values of the extracted watermarks using the proposed and conventional algorithms against several attacks the calculated NC is 1, then the original and watermarked images are exactly the same. Table 1 and Fig. 7 show NC values and resulting watermarked images as well as extracted watermarks using the conventional and proposed algorithms with and without several attacks, respectively. The proposed approach outperforms the conventional algorithm in terms of NC values. We observe that the proposed approach is very robust against Gaussian low-pass filtering and JPEG compress, resulting in no distorted watermarks. The proposed approach also provides lower NC values than the conventional algorithms against noise and cropping attacks. 
Conclusions
In this paper, we proposed an effective and robust watermarking approach for copyright protection of fire video images. The proposed approach employed a gray level co-occurrence matrix (GLCM) to generate texture feature dataset of fire by computing energy and homogeneity properties for each candidate fire block. In addition, the proposed approach used fuzzy c-means (FCM) clustering to select feature blocks of for embedding watermarks. Each selected block was then decomposed into one-level wavelet structure using a discrete wavelet transform, and LH subband coefficients with a gain factor were selected for embedding watermark. Experimental results showed that the proposed approach outperforms a conventional color image watermarking approach in terms of PSNR, M-SVD, and NC values against several image processing attacks.
